International
Standard

ISO/IEC 19896-1

Information security, cybersecurity
and privacy protection —
Requirements for the competence
of IT security conformance
assessment body personnel —

Part 1:
Overview and concepts

Sécurité de l'information, cybersécurité et protection de la vie
privée — Exigences relatives aux compétences du personnel des
organismes d'évaluation de la conformité de la sécurité Tl —

Partie 1: Vue d'ensemble et concepts

Reference number
ISO/IEC 19896-1:2025(en)

Second edition
2025-11

© ISO/IEC 2025



ISO/IEC 19896-1:2025(en)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2025

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401  Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

© ISO/IEC 2025 - All rights reserved
ii


https://www.iso.org

ISO/IEC 19896-1:2025(en)

Contents Page
FOT@WOTM. ...ttt iv
IIVEOQUICTION ..o e oo eeeeeeeeeeeeeeeeeereereereeeeeeeeeeeseeeee \'4
1 SCOPI@ ...ttt 1
2 J\\L0) @ 40 B Tl A TN LT (=) =) 1 L K oo 1
3 Terms and definitions...
4 COMCEPIES ..ok
5 EleMENTS Of COMPETEIICE ..o
5.1 COMIPELEIICES ...
5.2 Knowledge ...
5.3 SKILLS e
5.3.1  General .,
5.3.2 Testers and evaluators..........c.......

5.3.3 Validators and reviewers

6 COMPEEEINICY LEVELS ...
6.1 General......

6.2  Testers and evaluators

6.2.1 Competency level 1

6.2.2 Competency level 2

6.2.3 Competency level 3

6.3 ValidAtors @Nd FEVIEWET'S ...

6.3.1 Competency level 1

6.3.2 Competency level 2

6.3.3  COMPELENCY LEVEL 3.t 8

7 Measurement of elements of competence

7.1 Knowledge........ccoiiscec

7.2 SKILLS s

7.3 Recording elements Of COMPELEIICE ...
Annex A (informative) Framework for describing competence requirements ... 10
Annex B (informative) Example records of experience and competence................scsn 11
BIDLEOZIAPIY ...t 12

© ISO/IEC 2025 - All rights reserved
iii



ISO/IEC 19896-1:2025(en)

Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the ISO/
[EC Directives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

ISO and IEC draw attention to the possibility that the implementation of this document may involve the
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of any
claimed patent rights in respect thereof. As of the date of publication of this document, ISO and IEC had not
received notice of (a) patent(s) which may be required to implement this document. However, implementers
are cautioned that this may not represent the latest information, which may be obtained from the patent
database available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall not be held
responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/foreword.html.
In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection, in collaboration with the
European Committee for Standardization (CEN) Technical Committee CEN/CLC/JTC 13, Cybersecurity and
data protection, in accordance with the Agreement on technical cooperation between ISO and CEN (Vienna
Agreement).

This second edition cancels and replaces the first edition (ISO/IEC 19896-1:2018), which has been technically
revised.

The main changes are as follows:
— the document has been restructured;

— subclauses related to experience, education and effectiveness have been deleted;
— technical changes have been introduced;

— competence concepts for the validators and the reviewers have been added;

— deleted elements of competence, experience, education and effectiveness except for knowledge and skills
according to comments from ISO/CASCO.

Alist of all parts in the ISO/IEC 19896 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

The objective of the ISO/IEC 19896 series is to provide the fundamental concepts related to the topic of
the competence of personnel responsible for performing information technology (IT) product security
evaluations and conformance testing as well as those personnel performing review and validations. The
ISO/IEC 19896 series provides the framework and the specialized requirements that specify the minimum
competence of personnel performing IT product security evaluations and conformance testing, reviews
and validation using International Standards. This document provides fundamental information to users of
[SO/IEC 19896-2 and ISO/IEC 19896-3.

In pursuit of this objective, the ISO/IEC 19896 series comprises the following:

a) the terms and definitions relating to the topic of competence in IT product security testers and
evaluators;

b) the fundamental concepts relating to competence in IT product security and conformance testing and
evaluation;

¢) the minimum competence requirements for IT product security testers and evaluator to conduct IT
product testing/evaluation;

d) the terms and definitions relating to the topic of competence in IT product security validators and
reviewers;

e) the fundamental concepts relating to competence in IT product security validation and reviews; and

f) the minimum competence requirements for IT product security validators and reviewers to conduct IT
product validation/review.

The ISO/IEC 19896 series is of interest to:

g) information security conformance-testing and evaluation specialists;
h) information security review bodies for evaluation;

i) information security validation authorities for conformance-testing;

j) information security conformance-testing and evaluation laboratories;

k) vendors or technology providers whose IT products can be the subject to information security
conformance-testing or evaluations; and

1) organizations offering professional credentials or recognitions.

The ISO/IEC 19896 series is organized into parts to address the competence of testing and evaluation
personnel as follows.

This document provides an overview of the definitions, fundamental concepts and a general description of
the framework used to communicate the competence concepts for certain specialized areas. This document
aims to provide the fundamental knowledge necessary to use the framework presented in the other parts of
the ISO/IEC 19896 series.

ISO/IEC 19896-2 describes the minimum set of competence requirements at each competency level for
conformance testers and validators working with ISO/IEC 19790 and ISO/IEC 24759.

ISO/IEC 19896-3 describes the minimum set of competence requirements at each competency level for
information security evaluators and reviewers working with the ISO/IEC 15408 series and ISO/IEC 18045.
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Information security, cybersecurity and privacy protection —
Requirements for the competence of IT security conformance
assessment body personnel —

Part 1:
Overview and concepts

1 Scope

This document establishes an organized set of concepts and relationships to understand the competency
requirements for information security conformance-testing and evaluation specialists, thereby establishing
a basis for shared understanding of the concepts and principles central to the ISO/IEC 19896 series across
its user communities.

2 Normative references

There are no normative references in this document.
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